Master's Thesis Presentation

An Interactive Prover for
Verifying Dafny Programs

Student Scientific Coordinator

Roxana-Mihaela Timon Conf. Dr. Stefan Ciobaca




Outline

 Dafny

* Interactive Prover
« How itlooks like ?
 How it works?

« Validation

 Results



Dafny
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predicate (a: array<int>)
reads a
{
forall j, k :: @ <= j < k < a.Length ==> a[j] <= a[k]
}
method (a: array<int>, key: int) returns (index: int)
[requires @ <= a.lLength && (a) ]
lensures @ <= index ==> index < a.lLength & a[index] == key |

|ensures index < @ ==> forall k ::

0 <= k < a.Length ==> a[k] != key

{ var left, right := 0, a.lLength;
while left < right
invariant @ <= left <= right <= a.lLength

invariant forall i ::

{|var mid := (left + right) / 2;
if a[mid] < key {
left := mid + 1;
} else |11c key < a[mid]|{
[ right := mid; |

E——)

} else { return mid;}

}

return -1;7}
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0 <= i < a.Length &8& !(left <= i < right) ==> a[i] != key

@ < left < right < a.Length A
Vke0<k<left = a[k] < key A

V k ¢ right < k < a.Length = a[k] > key A
mid == (left + right) / 2 A

key < a[mid] A

right' == mid

EES

0@ < left < right' < a.lLength




Dafny Compilation

method (x: 1int) lemma (x:1int)
returns (y: 1int) ensures x * (x + 1) % 2 ==
ensures y == 2 * x {

{ }

var z := X + X;

y = 24,

}
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Bug in the Code

The program
implementation contains
logical errors or incorrect
operations that cause the
verification conditions to
fail.
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Dafny Compilation

02

Bug in the
Specification

The formal specifications
(pre-conditions or
post-conditions) are
incorrectly defined or
inconsistent with the
goals.

If the code does not verify, there are three common causes:

03

Insufficient
Annotations

The code is correct, but
the SMT solver requires
extra helper lemmas, loop
invariants, or assertions
to prove it.



Running example

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures X * (x + 1) % 2 == 0

{

}
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Step 1. Start with placeholder proof

® @ file.dfy

lemma triangle sum_even(x :
ensures X * (x + 1) % 2 ==

{

assume false;

¥
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Step 1. Start with placeholder proof

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures X * (x + 1) % 2 ==

{

assume false; (§/

¥
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Step 2. Try a helper assertion

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures X * (x + 1) % 2 ==

{

assert x * (x +1) % 2 ==
(x %2) * ((x+1) % 2);

//assume false;

¥
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Step 2. Try a helper assertion

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures X * (x + 1) % 2 ==

{

assert x * (x +1) % 2 ==
(x %2) * ((x+1) % 2);

//assume false;

¥
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Step 3. Try a case distinction

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures X * (x + 1) % 2 ==

{
if (x %2 ==0) {

assume false;
} else {

assume false;}}
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Step 3. Try a case distinction

® @ file.dfy

lemma triangle sum_even(x :

ensures X * (x + 1) % 2 ==

{
if (x %2 ==0) {

assume false;
} else {

assume false;}}
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Step 4. Add helper assertion to first branch

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures X * (x + 1) % 2 == 0

{
if (x %2 ==0) {

assert x == 2 * (x / 2);
assume false;
} else {

assume false;}}
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Step 4. Add helper assertion to first branch

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures X * (x + 1) % 2 ==

{
if (x %2 ==0) {

assert x == 2 * (x / 2); v/

assume false;
} else { ﬁ
assume false;}}
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Step 5. First branch works

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures x * (x + 1) % 2

{
if (x %2 ==0) {

assert x == 2 * (x / 2);

assert x * (x +1) == 2 * ((x / 2) *
(X +1));

} else {

assume false;}}
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Step 5. First branch works

® @ file.dfy

lemma triangle sum_even(x : 1int)
ensures X * (x + 1) % 2 ==

{
if (x %2 ==0) {

assert x == 2 * (x / 2);

assert x * (x +1) == 2 * ((x / 2) *

(X +1)); v

} else { &
assume false;}} <::::>
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Step 6. Analogous proof in second branch

® @ file.dfy

lemma triangle sum _even(x : 1int)
ensures x * (x + 1) % 2 ==

{
if (x %2 ==0) {

assert x == 2 * (x / 2);

assert x * (x +1) ==2 * ((x / 2) *
(x +1));

} else {

assert x == 2 * (x / 2) + 1;
assert x * (x + 1) == 2 * (x * ((x / 2) + 1));}}
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Step 6. Analogous proof in second branch

® @ file.dfy

lemma triangle sum _even(x : 1int)

ensures X * (x + 1) % 2 == ﬂ
{

if (x % 2 ==10) {
assert x == 2 * (x / 2);
assert x * (x +1) ==2 * ((x / 2) *
(x +1));
} else {

assert x == 2 * (x / 2) + 1; v
assert x * (x + 1) == 2 * (x * ((x / 2) + 1));}} &
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Time-Consuming

Frequent
recompilation with
each attempt
significantly slows
down the
development
workflow.
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Black Box Prover

The prover operates
with limited
transparency, making
internal logic
extremely difficult to
debug.

Issues with this development strategy

©
Implicit Conditions

Key problematic
verification conditions
are not made explicitly
visible, leading to
confusion.



Provers
e.g., Lean, Rocq

case isTrue

X y : Nat
h :x%2=20
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Inspiration from Interactive Theorem

©

Full Visibility

Current proof goal and context explicitly
visible at all times.

3
Interactive Tactics

Proof built interactively by using tactics,
providing immediate feedback loop.

A
Challenges & Disadvantages

Complexity with custom syntax, limited
automation,etc.
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Dafny Interactive Prover

How to start the Prover? file.dfy

triangle_sum_even(x : int)
{:ipm} x * (x + 1) % 2 == 0

e Define a lemma with the
property to verify.

e Annotate it with {:ipm} to
enable Interactive Proof
Mode.

® Terminal

> python3 dafny-ipm.py file.dfy

e Run the script to start the
verification session.
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Dafny Interactive Prover

® Interactive Prover

Solver check status: unknown

Real-Time Monitoring

The Interactive Prover provides instant
feedback on the proof status:

e Status: Solution unknown

hypotheses

e Remaining goals: 1 active goal goal

e Current formula: (((x * (x + 1)) % 2) == 0)

((x * (x+1)) %2) ==0
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Immediate Feedback

® Interactive Prover

Solver check status: unknown

®e® file.dfy

triangle_sum_even(x : int)
{:ipm} x * (x + 1) % 2 == @ | hypotheses

goal
(((x * (x + 1)) % 2) == 0)

((x * (x+1) %2) ==(x%2)* ((x +
1) % 2))
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Case Tactic

®e® file.dfy

triangle_sum_even(x : int)

{:ipm} x * (x + 1) % 2 == 0
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® Interactive Prover

> case (x % 2 == 09)

hypotheses
2 1=0
((x % 2) == 0)
goal
(((x * (x +1)) % 2) == 0)
(((x * (x +1)) % 2) == 0)



Assert Tactic

® Interactive Prover

> assert (x == 2 * (x / 2))

2 1=0
((x % 2) == 0)
@@ file.dfy

(x == (2 * (x / 2)))

triangle_sum_even(x : int)
{:ipm} x * (x + 1) % 2 == 0

hypotheses
2 1=0
((x % 2) == 0)
(x == (2 * (x / 2)))
goal
(((x * (x +1)) % 2) == 0)

26 Timon Roxana Mihaela
An Interactive Prover for Verifying Dafny Programs



Proof Output

® Interactive Prover

(((x * (x +1)) % 2) == 0)

Proof:

file.dfy if (((x % 2) == 0))
{

triangle_sum_even(x : int) assert (x == (2 * (x / 2)));
{:ipm} x * (x + 1) % 2 == © assert ((x * (x + 1)) ==

(2% ((x/2)* (x+1))));
ilse
{
assert (x ((2 * (x/ 2)) +1));
assert ((x * (x + 1)) ==
} (2% (x* ((x/ 2)+1))));
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Supported Tactics and Commands

Tactics Commands

e check e :undo

e assert e :focus

e case e :search

e assume e :set-timeout

e :set-rlimit
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Architecture

'D'Interactive Prover

Instrumented
Dafny code

N
N

30 Timon Roxana Mihaela
An Interactive Prover for Verifying Dafny Programs

Updated Proof

E Dafny Incremental
Proof Server (DIPS)

~




Architecture

[ Initial Dafny Code ]

User | adds : ipm
[ Dafny Code with : ipm annotations J\

Dafny (modified) | generates Boogie code \\\
[ Boogie Code J \\\‘
Boogie (stock) | generates SMT-LIB \“.
[ SMT-LIB Code J :E IPM updates demonstration

IPM | back-translates SMT-LIB

{ Parsed and backtranslated SMT-LIB ) /

User 'interacts with IPM //
( Interactive Proof Session }
Copy | proof back
( Dafny' Proof }

31 Timon Roxana Mihaela
An Interactive Prover for Verifying Dafny Programs



Backtranslation of SMT-LIB verification
obligations

& Problematic verification condition is not explicitly visible

o Terminal

$ dotnet dafny.dll verify file.dfy \

--cores 1 \
--boogie /noVerify \
--solver-log file.smt2 \

--allow-warnings
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Backtranslation of SMT-LIB verification
obligations

o @® file.smt2

(assert

(not
(= (= (ControlFlow @0 @) 2)

(let (Canon@_correct

(= (and (and ($IsGoodHeap $Heap) ($IsHeapAnchor $Heap))
(and (= $_ModifiesFrame@@ (|llambda#@| null $Heap alloc false))
(= (ControlFlow @ 2) (- @ 1))))
(= (Mod (Mul Ix#0@@1| (+ Ix#0@@1| 1)) (LitInt 2)) (LitInt ©@)))))
anon@_correct))

))
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Backtranslation of SMT-LIB verification
obligations

o @® file.smt2

(assert

(not
(> [(= (ControlFlow @ @) 2|

(let C(Canon@_correct

(= (and (and ($IsGoodHeap $Heap) ($IsHeapAnchor $Heap))
Cand (= $_ModifiesFrame@@ (l|llambda#@| null $Heap alloc false))
[(= (ControlFlow @ 2) (- @ 1))))]|
(= (Mod (Mul Ix#0@@1| (+ Ix#0@@1l| 1)) (LitInt 2)) (LitInt ©@))))D)D
anon@_correct))

))
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Backtranslation of SMT-LIB verification
obligations

o @® file.smt2

(assert
(not
(= (= (ControlFlow @ @) 2)
(let C(Canon@_correct

(= (and |Cand ($IsGoodHeap $Heap) ($IsHeapAnchor $Heap))
(and (= $_ModifiesFrame@® (|llambda#@| null $Heap alloc false))

(= (ControlFlow @ 2) (- @ 1))))
(= (Mod (Mul Ix#0@@1| (+ Ix#0@@1l| 1)) (LitInt 2)) (LitInt ©0))))D)D
anon@_correct))

))
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Backtranslation of SMT-LIB verification
obligations

o @® file.smt2

(assert

(not
(= (= (ControlFlow @ @) 2)

(let C(Canon@_correct

(= (and (and ($IsGoodHeap $Heap) ($IsHeapAnchor $Heap))
(and (= $_ModifiesFrame@® (|llambda#@| null $Heap alloc false))
(= (ControlFlow @ 2) (- @ 1))))
[(= (Mod (Mul Ix#0@@1| (+ Ix#0@@1l 1)) (LitInt 2)) (LitInt ©))DDD|
anon@_correct))

))
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Backtranslation of SMT-LIB verification
obligations

o @® file.smt2

(assert
(not
(= (= (ControlFlow @ @) 2)
(let C(Canon@_correct
(= (and (and ($IsGoodHeap $Heap) ($IsHeapAnchor $Heap))
(and (= $_ModifiesFrame@® (|llambda#@| null $Heap alloc false))
(= (ControlFlow @ 2) (- @ 1))))
(= Ix#0@@11 (+ |Ix#0@@1l 1)) (LitInt 2)) (LitInt 0))D))

anon@_correct))

))
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Backtranslation of SMT-LIB verification
obligations

o @® file.smt2

(assert

(not
(= (= (ControlFlow @ @) 2)

(let C(Canon@_correct

(= (and (and ($IsGoodHeap $Heap) ($IsHeapAnchor $Heap))
(and (= $_ModifiesFrame@® (|llambda#@| null $Heap alloc false))
(= (ControlFlow @ 2) (- @ 1))))
(= (Mod (Mul [Ix#0@@11]| (+ [Ix#0@@11] 1)) (LitInt 2)) (LitInt @))DD)
anon@_correct))

))
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Backtranslation of SMT-LIB verification
obligations

o @® file.smt2

(assert

(not
(= (= (ControlFlow @ @) 2)

(let C(Canon@_correct

(= (and (and ($IsGoodHeap $Heap) ($IsHeapAnchor $Heap))
(and (= $_ModifiesFrame@® (|llambda#@| null $Heap alloc false))
(= (ControlFlow @ 2) (- @ 1))))
(= (Mod (Mul Ix#0@@1| (+ Ix#0@@1ll 1)) |[(LitInt 2DD [(LitInt @DPDDD
anon@_correct))

))
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Instrumentation

function _protect(x: T, s: string): bool { }

function _protectToProve(x: bool, s: string, scope: seq <bool>, id:
int): bool {x}

function _protectScope(x: T, s: string): bool { }

function _protectToProveWF(x: bool, s: string, scope: seq <bool>, id:
int): bool {x}

function _protectToProveInv(x: bool, s: string, scope: seq <bool>, id:
int): bool {x}

function _protectToProveImmediate(x: bool, s: string, scope: seqg<bool>,
id: int): bool {x}
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Instrumentation

lemma (x: 1int)
ensures {:ipm} x * (x + 1) % 2 ==
{

¥
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Instrumentation

eo00

lemma (x: 1int)

requires (x, "x")

ensures (x * (x +1) %2 == 0,

X ¥ (X + 1) % 2 == 0", [ (XJ "X")], @)

{
}
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Instrumented Verification Condition

(assert (not
(= (= (ControlFlow @ @) 2) (let (Canon@_correct (= (and (and ($IsGoodHeap $Heap@@l) ($IsHeapAnchor $Heap@@l)) (= $_ModifiesFrame@? (ll=

sambda#@| null $Heap@@l alloc false))) (= (and (Cand (Cand (Cand (Cl_module.__default.__protect#canCalll TInt ($Box_577 |x#0@@20|1) (Lit_29816 =
& (lSeg#Build| |Seg#Empty| ($Box_27583 (lchar#FromInt| 120))))) (l_module.__default.__protect#canCalll TInt ($Box_577 |x#0@@20|) (Lit_298 =
16 (1Seg#Build!| |Seg#Empty| ($Box_27583 (lchar#FromInt|l 120)))))) (l_module.__default.__protectScope#canCalll TInt ($Box_577 |x#0@@20|) =
«(Lit_29816 (lSeqg#Buildl| |Seqg#Empty| ($Box_27583 (lchar#FromInt|l 12@)))))) (l_module.__default.__protectToProve#canCalll TBool ($Box_1061
& (= (Mod (Mul ($Unbox_995 (_module.__default.__protect TInt reveal__module._default._protect ($Box_577 |x#0@@20|1) (Lit_29816 (|Seg#Build
s | |Seg#Emptyl| ($Box_27583 (lchar#FromInt| 120)))))) (+ ($Unbox_995 (_module.__default.__protect TInt reveal__module._default._protect ($
sBox_577 |x#0@@201) (Lit_29816 (ISeg#Build| |Seqg#Empty| ($Box_27583 (lchar#FromIntl 120)))))) 1)) (LitInt 2)) (LitInt @))) (Lit_29816 (IS
seg#Build|l (ClSeg#Buildl (lSeg#Buildl (lSeg#Buildl| (lSeg#Build!| (lSeg#Build| (lSeg#Build| (lSeg#Build| (lSeg#Buildl|l (lSeg#Buildl| (l|Seg#Bui
sld!l ClSeg#Buildl (lSeg#Build!| (lSeg#Build|l (lSeg#Buildl| (lSeqg#Build| (lSeg#Buildl| (l1Seg#Build|l (lSeqg#Build| (lSeg#Build| |Seqg#Empty!| ($B
sox_27583 (lchar#FromIntl 120))) ($Box_27583 (lchar#FromIntl 32))) ($Box_27583 (lchar#FromInt|l 42))) ($Box_27583 (lchar#FromIntl 32))) ($
$Box_27583 (lchar#FromIntl| 40@))) ($Box_27583 (lchar#FromIntl| 120))) ($Box_27583 (lchar#FromInt| 32))) ($Box_27583 (lchar#FromIntl 43))) (
©$Box_27583 (lchar#FromInt| 32))) ($Box_27583 (lchar#FromIntl 49))) ($Box_27583 (lchar#FromIntl 41))) ($Box_27583 (lchar#FromInt|l 32))) (
s$Box_27583 (lchar#FromIntl 37))) ($Box_27583 (lchar#FromInt| 32))) ($Box_27583 (lchar#FromIntl 50))) ($Box_27583 (lchar#FromIntl 32))) (
©$Box_27583 (lchar#FromIntl 61))) ($Box_27583 (lchar#FromInt| 61))) ($Box_27583 (lchar#FromIntl 32))) ($Box_27583 (lchar#FromIntl 48))))
< (lSeg#Build| |Seg#Empty| ($Box_1061 (_module.__default.__protectScope TInt reveal__module._default._protectScope ($Box_577 |x#0@@20!|) (L
€1t_29816 (lSeqg#Build| |Seq#Empty| ($Box_27583 (lchar#FromInt| 120))))))))) (= (ControlFlow @ 2) (- © 1))) ($Unbox_1061 (_module.__defaul
st.__protectToProve TBool reveal__module._default._protectToProve ($Box_1061 (= (Mod (Mul ($Unbox_995 (_module.__default.__protect TInt r
seveal__module._default._protect ($Box_577 |x#0@@20|) (Lit_29816 (|Seqg#Build!| |Seqgq#Empty| ($Box_27583 (lchar#FromInt|l 120)))))) (+ ($Unbo
sx_995 (_module.__default.__protect TInt reveal__module._default._protect ($Box_577 |x#0@@20|) (Lit_29816 (lSeqg#Buildl| |Seq#Empty| ($Box_
27583 (lchar#FromInt| 120)))))) 1)) (LitInt 2)) (LitInt @))) (Lit_29816 (lISeg#Buildl (lSeg#Build]] CISeg#Buildl (lSeq#Buildl (lSeg#Buildl
& (1Seg#Build|l (lSeqg#Build|l (lSeqg#Build|l (lSeg#Build|l (lSeg#Build|l (lSeqg#Build| (lSeqg#Build| (lSeqg#Build| (lSeqg#Build| (lSeg#Buildl|l (lSeq
s#Build!l (lSeg#Build|l (lSeg#Build|l (lSeqg#Build|l (lSeg#Build| |Seg#Empty| ($Box_27583 (lchar#FromInt| 120))) ($Box_27583 (lchar#FromInt!| 3
€2))) ($Box_27583 (lchar#FromInt| 42))) ($Box_27583 (lchar#FromIntl 32))) ($Box_27583 (lchar#FromInt| 4@))) ($Box_27583 (lchar#FromIntl| 1
©20))) ($Box_27583 (lchar#FromIntl 32))) ($Box_27583 (lchar#FromIntl| 43))) ($Box_27583 (lchar#FromIntl 32))) ($Box_27583 (l|char#FromIntl
$49))) ($Box_27583 (lchar#FromInt|l 41))) ($Box_27583 (lchar#FromInt| 32))) ($Box_27583 (lchar#FromInt| 37))) ($Box_27583 (lchar#FromIntl
€32))) ($Box_27583 (lchar#FromInt|l 50))) ($Box_27583 (lchar#FromInt| 32))) ($Box_27583 (lchar#FromInt| 61))) ($Box_27583 (lchar#FromIntl|
€61))) ($Box_27583 (lchar#FromInt|l 32))) ($Box_27583 (lchar#FromInt| 48)))) (ISeg#Build| |Seqgq#Empty| ($Box_1061 (_module.__default.__prot
sectScope TInt reveal__module._default._protectScope ($Box_577 |x#0@@20|) (Lit_29816 (lSeqg#Buildl| |Seq#Empty| ($Box_27583 (lchar#FromInt|
€ 120>1313113121310))

anon@_correct))

2D
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A Back Translation Step

SMT-LIB Pattern Dafny Output Use Case

LitInt n n Integer constants
|char#FromInt| n character with Unicode code n | Character literals
Seqi#tLength s sl Sequence length
Seq#Index seq i seq[il Sequence element access
Set#Empty { Empty set
Set#Union s1 s2 (s1 + s82) Set union
Set#Intersection sl s2 (s1 * s2) Set intersection
Set#IsMember e s (e in s) Membership test
MultiSet#Multiplicity ms e ms[e] Element multiplicity
Map#Build m k v m[k := v] Map update
Map#Elements m m.Values Map values

Mul a b (a * b) Multiplication

Mod a b (a % b) Modulo

Div a b (a / b) Integer division
=ab a == Equality

not (= x y) x =y Inequality

not (e in s) (e !in s) Negated membership
and true x X simplification

or true x true ssimplification

=> true X X simplification
Constructor args Constructor(args) Constructor call
Destructor obj obj.field ADT field access

other

An Interactive Prover for Verifying Dafny Programs
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Subset supported by IP

= ADTs
o Sats
Isets

€ Multisets
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£

Maps

Seqs

Arrays



Test Framework

Operations & Collections

e Multi-set variants (empty,
membership, cardinality,
union, intersection, difference,
etc.)

e Map operations
(construction, lookup, update,
projections, etc.)

e Finite & infinite set operation
tests

47 Timon Roxana Mihaela
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The IP framework is validated empirically against a suite of
50 Dafny programs covering:

Language & Data
Constructs
e Functions (recursive &

non-recursive with/without fuel
handling)

e Arithmetic & logical
expressions

e Arrays & sequences (seqs)

e ADTs (destructors,
constructors, discriminators)
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Main results

Verification Experience

e Immediate Feedback:
Incremental updates to proof
obligations make debugging and
construction significantly easier.

e Human-Readable: Reconstructs
and presents proof obligations in
native, easily readable Dafny
syntax.

e Accessible & Educational:
Provides a friendly entry point
ideal for teaching program
verification.

49 Timon Roxana Mihaela
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Language & Automation

Subset Support: Faithfully
supports a comprehensive and
representative subset of Dafny.

Z3 Tactical Guidance: Supports
multiple advanced tactics to help Z3
decompose complex properties.

Clean Code Export: Successfully
exports interactively-developed
proofs directly into valid Dafny
code.

Empirical Validation:
Back-translation is rigorously
validated against an extensive
database of examples.



Technical improvements

Tooling & Integration

e IPM Distribution: Integrate the
Interactive Proof Mode into the
official Dafny distribution

e Z3 Profiler: Integrate the IPM with
the Z3 Axiom Profiler to ease
debugging

e VS Code: Establish full integration

within the VS Code development
environment
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Language & Proof Tactics

Language Support: Extend to
include imperative (heap
manipulation) and OOP constructs

Advanced Tactics: Implement
more advanced proof tactics,
including induction

Meta-commands: Expand the set
of natively supported
meta-commands
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